Family Online Safety Toolkit

The Porter County Public Library System serves its community by providing access in various
forms to digital and online technologies. We acknowledge that there are numerous risks online,
but also vast enrichment opportunities. As a library, we support the right of individuals to free
access of information, and expect families to actively engage in the guidance of their child’s use
of online technologies, including those provided by the library.

To better assist families, PCPLS offers this Family Online Safety Toolkit. The materials included
are created by the Family Online Safety Institute (FOSI), an international, non-profit organization
which works to make the online world safer for kids and their families.

Materials included in the Family Online Safety Toolkit:

7 Steps to Good Digital Parenting

Talking With Your Kids About Online Safety

Digital Reputation Checklist

Cyberethics Checklist

Family Online Safety Agreement: Ages 13 and Under
Family Online Safety Agreement: For Teens

For additional tools and information, please visit fosi.org/parenting. We hope these tools and
information will help create a positive and safe online experience for you and your family!


http://fosi.org/parenting

7 Steps
to Good Digital
Parenting

Seven simple, but still challenging steps to become
a good digital parent. It is definitely a journey, like

parenting itself. There is no such thing as perfection.

Just good enough.
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. Talk With Your Kids

Talk early and often
Be open and direct
Stay calm

. Educate Yourself

Search online for anything you don't understand
Try out the apps, games, and sites yourself
Explore FOSI’s parenting tips and resources

. Use Parental Controls

Set content and time limits on your kids' devices
Routinely check privacy settings on social media
Monitor your kids' use and their screen time

. Set Ground Rules and

Enforce Consequences

Discuss and sign a family safety agreement
Restrict where and when devices can be used
Remove tech privileges when rules are broken

. Friend and Follow But Don’t Stalk

Follow your kids on social media
Respect their online space and freedom
Don't flood their accounts with comments

. Explore, Share, and Celebrate

Go online with your kids and
explore their digital world

Share your own online experiences
Learn from each other and have fun

. Be a Good Digital Role Model

Curb your own bad digital habits
Know when and where to unplug
Show your kids how to collaborate
and be kind online

For more information:
fosi.org/parenting
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Talking
With Your

Kids About
Online Safety

Before sitting down with your kids, consider what
you think is fair and appropriate. Think realistically
about the role that technology plays in their lives and

what a balance between education, social time, and

entertainment might look like.

Conversation Starters

Can you show me some of your favorite social
accounts or sites to visit?

What do you think are the most important times
of day for you to be online?

How do you know when it's time to take a break
from your devices?

Do you know how to manage the settings for
who sees your posts or images?

What would you do if you saw something that
made you really uncomfortable?

Think about your position as a digital role model and
your own experiences online. What further questions
on topics like safety, security, privacy, or digital

citizenship would expand this conversation?

Add other questions or topics for discussion

Try to choose a calm, quiet moment to initiate a
chat about tech and introduce your rules. Revisit

this conversation routinely. It may also be helpful to

pair this conversation with a Family Online Safety

Agreement to keep everyone on the same page.

For more information:
fosi.org/parenting


http://fosi.org/agreements
http://fosi.org/agreements
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Dig ital (J Consider your online presence

your digital resume for life
Re utatio n Search your name on multiple search
p engines (including images, videos, and other
° categories). Ask yourself: does this content
Checklist epresent me?

(J Cleanse your social media
accounts regularly

When it comes to unwanted posts, photos,
and videos: untag, archive, or delete.

(J Curate your community

Review who you follow and who follows
you, and be selective. Unfollow or block
people and groups you no longer want

to associate with.

(J Choose your privacy and
geolocation settings

Determine what you want to be public
or private, whether that means individual
posts or your whole account.

(J Keep your personal life private

Be very cautious about who you trust
when sharing information about yourself,
personal photos and videos, or other
identifying details.

(J Accentuate the positive

Create and interact with content that
makes you feel good. Consider doing the
same for others by posting uplifting stories,
comments, and videos.

(] Share your life appropriately

People often treat social media as a highlight
reel of their life and what you see is not the
full picture. Be true to yourself when posting
your own content.

For more information:
fosi.org/parenting
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Be Your Best Self Online:
A Cyberethics Checklist

In today's digital world, young people have limitless opportunities to create, connect, and share their lives.
Technology is powerful, which is why it's important for them to understand the responsibility required to

use it well. This checklist is designed to help users think about their online behavior and be their best selves,
today and in the future.

Perspective
D Create your social media presence in a way that maintains a positive digital reputation.
D Use your accounts for good by lifting others up with what you post, share, or comment.

D Exercise media literacy skills; research and think critically before sharing content.

Piracy
D Don’t download or share pirated content online as it may be illegal.

D Respect intellectual property. Always pay for digital and streaming content such as music,
games, movies, and software.

D Keep your personal and financial information safe by purchasing content only through secure,
reputable platforms and services.

Plagiarism

D Avoid presenting others’ words, ideas, or creations as your own.

D Learn how to properly cite and source information found online.

D Remember that attributing credit is not limited to academics. It also applies to original
creative or artistic works.

Harassment

D Don’t be a cyberbully or a troll. Never post or share offensive, negative or cruel messages.

D Take digital citizenship seriously and always report harmful or abusive behavior.

D Speak up if you see someone else being affected, and check on friends both online and offline.

For more information:
fosi.org/parenting
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Family Online Safety Agreement
Ages 13 and Under

Online safety is a partnership. To make sure everyone stays safe and responsible on the Internet, it's important
for kids and adults to agree on the ways that personal devices and technology will be used.

o o

[s Share with me/us what you're doing online (5(5 Tell me/us if you see bad or disturbing content

so we can avoid or report it
@ Always be kind, polite, and respectful to

others online E=5 Use security and privacy settings for each
account

] Only access or download music, videos, R
social apps or gaming accounts with my/our &\g/& | acknowledge that parental controls will be
knowledge used when needed

g:) Think before you post a comment, send a chat, % Be a responsible digital user and respect these
or hit the like button. Understand that what guidelines for what | am allowed to do online
you post today will still be there tomorrow and
may be there forever % Understand the importance of balance and

non-tech activities in my life
@ Only use your device at times that we have
agreed on, and respect limits ik Have fun, be creative, and explore safely!

23 Don’t access inappropriate content or apps

What other rules are best for our family?

| agree to these rules.

I/we agree to support you with these guidelines fairly. 1/we agree that the digital world offers plenty of
opportunities that I/we would like you to experience, while there are a few risks that I/we must help you avoid.

For more information:
fosi.org/parenting
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Family Online Safety Agreement

For Teens

Online safety is a partnership. To make sure everyone stays safe and responsible on the Internet, it's important
for everyone to agree on the ways that personal devices and technology will be used.

o o

[/s{ Share with me/us what you're doing online @ Use your device at the times that we have

agreed and respect limits
@ Always be kind, polite, and respectful to

others online 83 Don’t access inappropriate content or apps
(5(3 Talk to me/us before downloading new social =% Protect your personal information by using
apps or opening gaming accounts security and privacy settings for each account
Q Think critically about what you post, send, * Be a responsible digital citizen - prioritize
like, and forward positive, safe, and creative use of technology
@ Understand that what you post today will still % Understand the importance of balance and
be there tomorrow and may be forever non-tech activities in my life

What other rules are best for our family?

| agree to these rules.

I/we agree to support you with these guidelines fairly. I/we agree that the digital world offers plenty of
opportunities that I/we would like you to experience, while there are a few risks that I/we must help you avoid.
I/we may friend and follow, but not stalk or embarrass you online.

I/we also recognize that having access to the Internet is a right for all users today. However, using devices and
social media is a privilege that we have decided on together as a family, and there will be consequences if you
break the rules that we have established together.

For more information:
fosi.org/parenting



	Family Online Safety Toolkit Cover Letter
	Family Online Safety Toolkit 

	FOSI-7_Steps_to_Good_Digital_Parenting
	Talking With Your Kids-2022
	FOSI Digital Reputation Checklist
	Cyberethics Checklist
	Family Online Safety Agreement ages 13 and under
	Family Online Safety Agreement for teens

